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Onucanue Kypca «OcCHOBbI HHYOPMANMOHHON 0€30MACHOCTI)

HeseBas aynuropus

Kypc «OcHoBBI MH(pOpMAIMOHHON 0€30MacHOCTHY MpeAHAa3HAUYeH ISl CTYJIEHTOB CPEIHEro
npodeccnoHaTbHOTO 00pa30BaHMsl, CTYACHTOB BBICHIMX YYE€OHBIX 3aBeICHUH, OOYdYaIOIIUXCS IO
HarpaBjieHH0 moArotoBku «Mudopmanmonnas Oe3zonacHocTh» (kox 10.00.00), mis cioymarenei
mporpaMM TPOPECCHOHANBHONW TMEPENOJTOTOBKA K TIOBBIIICHHS KBATU(UKALUK, a TaKXKe s
CHEIHAIMCTOB CIY>KO MHGOPMAIMOHHON 0E30MacCHOCTH, CETEBBIX M CUCTEMHBIX aJIMUHUCTPATOPOB,
KEJNAOIINX CHUCTEMAaTU3UPOBATh CBOM 3HAHUS M TMOJNYYUTh NPAKTUYECKHUE HABBIKK pPAOOTHI C
COBPEMEHHBIMU CPEJICTBAMU 3aLUTHI HH(POPMAIUH.

IIpeanBapure/ibHasi NOATOTOBKA

[Ipu otcyrcTtBuM 0a30BOM MOATOTOBKH PEKOMEHIYETCS MPOXOXKACHHE KypcoB «OCHOBBI
ceTeBbIX TexHonorui. Yacte 1: Ilepenaua u koMMyTalnus JaHHBIX B KOMIBIOTEPHBIX CETAX», «OCHOBBI
cereBbix TexHoyiorui. Yacte 3: Texnonoruu TCP/IP».

Cepruduxarsi

[Tocne mnpoxoxaeHUs Kypca, CiyllaTellb MOXET cJaTh CepTU(UKAUOHHBIA HK3aMeH B
ABTOPU30BAHHOM Y4EOHOM IICHTpE WU Ounkaiiiem oduce u nonyuuts ceptudukar D-Link. Dx3amen
COCTOMT U3 TECTa Ha MOPTaJie JUCTAHIIMOHHOTO 00yueHus D-Link.

Onucanme Kypca

JlnurenbHOCTh Kypca — 72 akagemuueckux dyaca. Kypc BKIIIOYaeT JIEKIMOHHYIO H
IIPAKTUYECKYIO YaCTH.

[lenbto Kypca siBAsieTCsl (POPMUPOBAHUE y CyLIaTeNed IeJIOCTHOIO MOHMMAHUS MPUHIMIIOB
obecriedeHnss MH(POPMaAIIMOHHON 0€30MMaCHOCTH, U3yYEHHE COBPEMEHHBIX METOJIOB U CPEJICTB 3aLIUTHI
KOPIOPaTUBHBIX CETEeH, a TakXKe IOJIydeHHE NMPAKTUYECKUX HABBIKOB HACTPOMKM 00OpyHOBaHUS U
POrpaMMHOr0 o0ecriedeHus: Juis TNpOTUBOJEcTBUsA KuOepyrpozam. B kypce paccmaTpuBaroTcs
KJIFOYEBBbIE  KOHIIEMIIMU  0e30macHOCTH  (KOH(PUACHIIMATBHOCTh, IEIOCTHOCTh, JIOCTYITHOCTB),
apxutektypHble noaxo/sl (Defense in Depth, Zero Trust), kpunrorpadgudeckue MEXaHU3MBbI, a TaKKe
IIUPOKUN CHEKTP TEXHOJIOTUH 3alIUTHI: OT CETEBOW CErMEHTAIlMU U MEXCETEBOI0 SKPAHUPOBAHUS 110
cucteM oOHapyxeHus cnoxHbix atak (EDR, XDR, SIEM) u coBpemennbsix VPN-mpotokonos (IPSec,
WireGuard).

Kypc MoeT HCIosnb30BaTbecsd KaK CaMOCTOSITENIbHAs JAMCLHUIUIMHA WIM KaK IPaKTUKO-
OpUEHTHPOBAHHAS YacTh 00Pa30BATEIbHBIX MPOrPaMM B CPEIHUX CIEHUATbHBIX U BBICIINX Y4eOHBIX
3aBEJICHUAX, TOTOBSIIUX CIEIUATUCTOB IO 3alUTe HHPOPMALIUH.

ITocne npoxoxaeHns Kypca CiIylaTead CMOTYT:

" OpHEHTHUPOBATHCS B COBPEMEHHOM JaHAmadTe KuOepyrpo3 U poccHiickoii HOpMaTUBHOM Oa3ze
B ob0nactu UB;

® [PUMEHATh TPHUHIUMBl YOPABIEHUS PUCKAMHU, WJEHTU(PUKALUUU, ayTeHTU(UKALIUU |
aBTOPU3ALIMHU JJIS1 KOHTPOJIS JOCTYNA K HH(OPMAIIMOHHBIM aKTHBAM;

" HCNONb30BaTh KpHUNTOrpadpuyeckue MeToAbl [uisi oOecrneueHus: KOH(QUICHIINATbHOCTH,
LIEJIOCTHOCTU ¥ ayTEHTUYHOCTH JaHHBIX;

" [IPOEKTUPOBaTb W  HAcCTpauBaThb CETMEHTHPOBAHHYIO CETEBYD HMH(PacTpyKTypy ¢
ucnosbp3oBaHueM VLAN 1 MexceTeBbIX 3KpaHOB, BKJIOYas opranuzanuo DMZ;

" OpraHM30BBIBATh 3alllMIIEHHBbIE yaan€HHble mnoaxmoueHus (VPN) ¢ ucnombs3zoBaHueMm
nporokonoB L2TP, IPSec, SSL/TLS u WireGuard,
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" pcaln30BBIBATH 0a30BBIE DJIEMEHTHI APXUTCKTYPEBI Zero TI'USt, TaKUC KaK sBHasd IIPOBEpKa U
MHKPOCCITMCHTALUA,

® HacTpauBaThb INOJUTHKU KadecTBa oOciuyxuBaHus (QoS) W MapumpyTH3allid Ha OCHOBE
nonutuk (PBR) mist oGecrieueHus: 1OCTYMTHOCTH KPUTHYHBIX CEPBUCOB.

O6GopynoBanne

MunumajbHble TpeOoBaHus (U3 pacyera JJis OJHOTO padoUyero Mecra):

Oob6opynoBanue Kosn4ecTBo
Mapupyrtuzatop DSA-2108S (uau DSA-2003) 2 mrT.
Kommyratop DGS-1210-28/FL2A 2 mr.

Pa6ouas crannus ¢ OC Linux (Ubuntu 20.04 LTS wunu Beimie) 4 mr.

Ka6ens Ethernet 7 mmiT.

Conep:xkanue Kypca

1.

IMonsiTe MH(OPMAITUOHHOI 0€30MIACHOCTH

1.1 Monens nHpopMannoHHO# Ge3omacHoCcTH. Mosiens yrpo3 6e30nacHOCTH HHPOPMALUU

1.2 CeteBble aTaku (MacCUBHbBIC, AKTUBHBIC, KJIACCHU(PHUKAIHA)

1.3 Ouenka u 06paboTka puckoB. Moienb HapyIIUTeNs

1.4 MeHeKMEHT HHIMACHTOB HH(popMalmoHHOH 6e3omacHoctu. [Tonstre nnuuaenta Ub B
POCCHUICKOM 3aKOHO/1aTENbCTBE

1.5 O6opona B rinyouny (Defense in Depth)

1.6 Apxutextypa Zero Trust

1.7 Kubepyrpo3ssl u Tenneniuu B 3amure (APT, Ransomware, yrpo3st 1)

1.8 Poccwuiickas HopmatuBHas 6a3a B oomactu UT (DCTIK, ®CB, bank Poccuun, PockoMmuanzop)

Nnentudguxanusd 1 ayreHTHPUKALMUSA

2.1 Unentuduxarms
2.2 Ayrentuduxanus (pakTopsl, METOJIbI, TPOTOKOJIBI)
2.3 CoBpemennble TeHaeHIIMU (6ecaponbHasi, SSO, agantuBHas, Zero Trust)

ABTOpH3aNMA

3.1 Cnucku ympasnenust foctynom (ACL)
3.2 Mopaenu ynpasnenus goctynom (DAC, MAC, RBAC, ABAC)
3.3 ABropu3arnus B kopriopaTuBHbIX ceTsx (RADIUS, LDAP, SAML, OAuth 2.0)

OolecnieyeHue OTYETHOCTH M AYAUT

4.1 AxTUBHas OIIEHKAa COCTOSIHUSI KOMITBIOTEPHOM CUCTEMBI U CETH (OLIEHKa YSI3BUMOCTEH,
TECTUPOBAHUE HA IPOHUKHOBEHUE)

Kpunrorpadguyeckune mexanusmbl 0€3011aCHOCTH

5.1 Tunsl kKpunTorpapuUIecKux MEXaHU3MOB

5.2 Kpunrorpagusi ¢ CHMMETPUYHBIM KIIIOUOM

5.3 Kpunrorpadus ¢ acHMMETPUYHBIM KIIFOUOM

5.4 Xemr-pyHkiun

5.5 O61ee pyKOBOJICTBO IO YIIPABJICHUIO KIIOUYaMHU

5.6 BHenpenue kpunrorpaduu B KOPIIOPATUBHBIX CUCTEMax
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6. 'apaHTHpOBaHNUeE TOCTYIHOCTH
7. CerMeHTaUMs ceTeil HA KAHAJILHOM YPOBHE
8. MexkceTeBble IKPAHBI

8.1 TexHomoOrNM MEKCETEBBIX KpaHOB (Stateless, Stateful, NGFW, WAF)

8.2 [lonuTHKa MEKCETEBOI0 dKpaHa

8.3 MexcereBbie 3kpaHbl ¢ BO3MOXKHOCTSIMU NAT

8.4 TpaauuMoHHAas TOMOJOTHS CETH MPHU UCIOIb30BAHUH MEKCETEBBIX IKPAHOB
8.5 TIpuHIUTIBI TOCTPOCHUS OKPYKEHHS MEKCETEBOTO dKpaHa

9. TexHOJIOTHM yIAJEHHOT0 J0CTYIA

9.1 Apxurektyps! ynanennoro gocrymna (Client-to-Site, Site-to-Site)
9.2 IIporokon GRE

9.3 Ilporokon L2TP

9.4 TIporokon [PSec

9.5 Ilpotokon WireGuard

9.6 IIpotokomnst SSL/TLS

9.7 TeXHOJIOTUH YIAICHHOTO JOCTYIA JUIsi MOOMJIBHBIX YCTPOMCTB
9.8 Zero Trust Network Access (ZTNA)

10.MapupyTu3anus Ha ocHoBe noJuTuk (PBR)
11.KauvectBo o6cay:xuBanus (QoS)

11.1 INonsTue kmacca 0O6CTy>KUBAHUS

11.2 Per-Hop Behavior (PHB)

11.3 TIpuopuTu3anus nakeTos

11.4 Knaccudukaiius makeToB

11.5 MapkupoBKa IMaKeToB

11.6 Opranu3zanus ouepeiell U TuCIeTIepU3aIus

11.7 Mexanusm Traffic Shaping

11.8 KauectBo o6cmykuBanus (QoS) kKak 371eMeHT HHPOPMALMOHHOW O€301TaCHOCTH

12.CoBpemMeHHbIE MOAXO0bI K 0€30MaCHOCTH KOPNOPATHUBHBIX ceTei

12.1 MexceteBoii 3xpa HoBoro nokosienus (NGFW)
12.2 Cucremsl oOHapyxkeHust U pearupoBanus Ha yrpo3sl (EDR, XDR, SIEM, SOAR)

Hpuﬂomeﬂne: HpaKTuqecKne NMpUMEPLI U pa360p HHIIUACHTOB



D-Link

Building Networks for People

JlabopaTopHbie padoThI
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Ha3Banmue
Hacrpoiika npaB noctyna Jyisi TpyIII MoJb30BaTeen

Cermenranus cetu ¢ ucronb3osannem VLAN

HaCTpoﬁKa 3alIUThI cepBepa oT CKaHI/IpOBaHI/I}I HOpTOB nu HpOHI/IKHOBeHI/Iﬁ C MOMOIIBIO
nftables

HaCTpoﬁKa 3al0UTHEI CEpBEpa OT CKaHUPOBAHHA IIOPTOB U HpOHI/IKHOBeHI/Iﬁ C IIOMOILIBIO
iptables

Hacrpoiika 3amutel SSH-cepBepa ot atak moigHoro nepedopa

[TpakTrueckast peanuzauus moaenu Zero Trust: siBHas IpOBEpPKa, MUKPOCETMEHTALUS U
B3aMMHasl ayTeHTUDUKALHS

Hactpoiika NAT

Opranuzanus yiajieHHOro JOCTyIa K cepBepam, pacroioxkeHHsiMm B DMZ
Opranuzanus yIajieHHOTO JOCTYIa ¢ TOMOIIbio mpoTokoiaa GRE
Opranuzanus yajieHHOro JOCTyIa ¢ TOMOIIbIO MpoTokoia L2TPv2
Opranuzanus yIajJeHHOTO JOCTYIa ¢ TOMOIIBIO poTokoia L2TPv3
Opranu3zanus yIajieHHOro JOCTyIa ¢ MOMOIIbI0 nmpoTokona IPSec

Peanuzamuss npunnunoB Zero Trust mpu MNOCTpOeHUHM 3alIMIIEHHON ceTH Ha Oasze
WireGuard

Hacrpoiika MapuipyTusanuy Ha OCHOBE MOJIUTHK

Hactpoiika QoS. Hactpoiika nepemapkuposku DSCP

ObecrnieueHne 0TKa30yCTONYMBOCTH UHTEPHET-MOAKI0YeHHs ¢ momouibio Multi-WAN
[lenTpanu3oBaHHbII cOOp JOTOB U OOHAPYKEHUE aTakK MOJHOTOo epedopa

CamocTosTenbHast HACTpOKKa KOMITJIEKCHOM 3alllUThl KOPIOPAaTUBHON CETH



